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Management Summary

The following examples illustrate the inner workings of the EBICS specification. They will
concentrate on the cryptograhpic aspects — that is the canonicalization of the XML,
calculation of hash codes and signatures, encryption and decryption.

To achieve the final goal of sending afile via EBICS, keys have to be exchanged between
client and server. The key exchange is part of this example.

The actual datatransmitted is of less importance for this example. We therefore transmit some
arbitrary data without any bank related meaning — we will use the EBICS logo for this.

All the intermediate steps are stored in files which we provide together with this example.
Two examples will be provided. The first is according to the EBICS specification as it used in
Germany —that is, keys are used for INI and HIA, and the actual upload is done as a generic
upload using an order type agreed between user and bank.

The second example relates to the French market and therefore uses certificates instead of
keys. The upload is done with an FUL transaction, the file format is again arbitrarily chosen.

Workflow

The general wokflow is the same for both examples:

The user is configured in the bank system

The bank parameters are sent to the user

The user creates his private keys (and the certificates if necessary)
The user sends a NI request to publish his A005 key

The users prints, signs and sends a INI letter for this key

The user sends aHIA request to publish his EO02 and X002 keys
The users prints, signs and sends aHIA letter for these keys

The bank verifies the keys by the INI and HIA letter and activates the user
The user sends an HPB reguest to download the bank’s keys

10 The user verifies the bank’s keys

11. The user sends the actual data
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From then on, all uploads and downloads are just arepetition of the last step.

Preliminaries

The following rules apply to the way binary or numerical datais printed throughout this

example:
- Hash codes are printed hexadecimal

Big numbers (e.g. modulus or exponent of RSA keys) are printed as big-endian

hexadecimal numbers

Certificates are printed in PEM encoding

XML is printed without any additional formatting but longer lines will be broken.

XML fileswith the original content are provided along with this example.

Bank Parameters

To compile this example, we use a bank server. reachable under
https://194.180.18.30/ebicsweb/ebicsweb, the host id is SIZBNOOL. For the first example, we
define a new partner with the partner id EBICS and a user with the used id EBIX. For the
second example, a second partner with the id EBIXCERT and a user again with the id EBIX.
The bank system uses the same key for encryption and authentication. The SHA-256 hash

value of thiskey is:
74 50 18 7B 6F 35 BE 3F 4D 07 BC 3E 56 85 88 75
F1 E7 8D 8F 61 35 B6 4B 6C 7B 03 3A EE FA 40 01

User keys and certificates

The user generates three new key pairs. one for authoristation, one for authentication and one
for encryption. A certificateis created for each key. The keys and certificates are:

D7 8E 68 ED 9F 1E 5E 7A 6B B6 DC 4B 81 40 9D F4
BB 3C CB A6 74 95 5A 76 C3 9B 6C 32 07 5F D8 5C

B4 69 17 15 G B4 82 B6 90 16 F8 FO 7A 5A 7D 61
2A 43 56 DA 6F FO 22 E3 F5 56 OF 8B 07 61 00 BO
05 6F OA 23 2B OA 9C 86 29 45 06 35 OE 71 DO F8

B8 28 1B AF 92 AF 45 3C 2F 28 4B F8 24 42 79 AB
29 9E 76 AD D8 CB 59 2D EA DE 47 6D 09 0B CC CA
4C 38 1B 4C 2F 35 01 89 95 2F D6 C4 Q0 A4 4B 4A
DF DO 9D 08 8F 06 00 4B 19 75 6E 5E 27 6B EF
BC B4 AA CO 3B 40 24 F1 5A 58 8B A4

07 A6 1A 8B 9E 0B CC 9D 25 A4 79 80 B6 8A DF

Publ i ¢ exponent:
01 00 01

SHA- 256 di gest :
F5 AC B7 B5 CF 88 DC C8 09 05 AA E8 78 3E D7 25
F3 AD 1D CA BB 21 1D B7 7E 58 D6 79 F9 74 77 39

Private exponent:
29 78 D3 C5 4C 04 EA C6 80 EC D8 AB 8A 3D A5 66


https://194.180.18.30/ebicsweb/ebicsweb

58 41 59 9C 4E C3 C3 FA EO B3 FO 30 50
55 1F D8 4A B9 49 76 F3 3C A5 2D 86 DE
53 8C 24 DC D7 A3 3E E8 97 C3 6B 8D 50
49 FD A2 1C 65 73 9B 66 86 88 74 F2 C7
D3 50 CB 68 11 7B 51 2B 2C AB 97 27 F7
64 87 3D 9B 10 8F E5 17 86 DF 29 D7 91
BC AD 75 D6 04 4A O0C 7B 6B BE EF 72 96
F4 F5 01 24 AD 90 86 F7 69 B8 81 AE 3F
47 F5 7F 51 CC OD 6A B7 FD EB F5 B8 95 E2 A5 9A
07 D7 BB 3D 15 EC C7 7A B5S FA 2E 6D CD
3C 23 DO FB 5E 9F SE 45 1C 56 2E A2 CD
47 92 49 3A GO BC A8 8C 2E BC DF F6 AA
29 40 CE OF 39 0D 2B BB 85 4C 6F F1 G5
9E 8F 2F Al 62 99 E7 A2 50 DA 4E DD BD
42 8D 3E 2B A0 CC 68 10 3F A2 2B OF B3

Certificate:

----- BEG N CERTI FI CATE- - - - -

M | DQDOCAI i gAwW BAgl BATANBgkghki GIwOBAQs FADBOM®E WCQYDVQQRGEWI GUj EOVAWGATUEBX MF
UGFy aXMk Ez ARBgNVBAOTCKk Uu@ 5J Lk MuUy 4x CT AHBgNVBAs TADEPMAQ GALUEAXMGRS4gQm 4MB4 X
DTA5MDcy Nz A5 MDYx NVoXDTEOMDcy Nz ASMDYX NVowTj ELMAKk GALUEBhMCRI | xDj AMBgNVBAC TBVBh
cm z MRMMVEQYDVQRKEWPFLK I uSS5DLI MMk wBwYDVQQL EwAx Dz ANBgNVBAMIBK Uul EJ pe DCCASI w
DQYJ KoZI hvcNAQEBBQADgg EPADOCAQuCgg EBANeCaO2f H 56a7bcS4FANf TyvG i bni yed9Jx 1w

f Coj uzzLpnSVWhbDm2wy B1/ YXK1V/ cl | K+LCr av48xMhogaOaRcVxr SCt pAWPB6WA1hKKNV2 T w
| uUP1Vg+LB2EASAWG M Cpy GKUUGNQEX 0Ph913x YUgZ41Rg/ CNJ 2w4At uCgbr 5KvRTwKEV4JEJS
gymedq3Yylkt 6t SHoQkLzMoMOBt M_zUBi ZUWv 1s TApEt K39CdCl 8 GAEs ZdWsePSdr 77y 0qsA7QCTx
W i LpNDBx4BQuYJz9I dej qt NT4zAD7sQB6Yai 54LzJ0I pHM3bak3/ Y3gBJ gx C3WHSBf 68x66i cC
AWEAAaMp MCcwOWYDVROPBAQDAG ZAMA0 GAL Ud Dg QDBAEX MAWGAL Ud | WQFMACAATEWDQYJKoZI hve N
AQELBQADggEBAL097! Hgl 3Sf AS7r c TRGykCxql mt aDKJ3c 77i KaUBI f Jt BMISXM_bLy C5x GEWQS
/1 dj SLp8WAet Dyl P2nmkKvqgk601UJ GYHTnv UHbl VYOVhGEkD6LB6bf j p6Pf OML629M ng5BCZ7c 0L
+pEbQK2| ELMIT e CYPI QyJJeT6unUKf eRgS3IWFWCy a/ zf aLl CZDr Ry +N8TVFKauMWKa8AugUn9eAm
7CuKgt 89RKH3ERhJUZWh5Rbo6ykvHzbpD aCedt nobUUR) Kei WNRBcMbTt 8yeHAf Ch63vbYZWUBY
3j GURIX2vHgkOP6sNB/ E7/ yqYPLxhj 3E7Ty2d4/ ru3yj Jf Rl VE=

----- END CERTI FI CATE- - - - -

Certificate digest:
66 52 59 16 1F 72 60 BA 9B 48 C2 D2 84 16 86 98
7D 46 9D 8E 4F EO F8 OE 36 CB 22 72 32 42 80 2C

X002

Modul us:

A6 17 EO E4 6B FF E3 OA EC 1A D3 B6 9A 8D F7 53
17 22 0B FO D2 9B OD 11 75 BO 61 OB 9B D5 3E CA
A0 9A F9 43 81 9D 5B A6 Cl 96 C2 C5 CE 88 15 39
07 1A 5B 08 DB ED 04 B4 BB 8D 1F F8 B5 28 0D 88
3A D6 98 93 CB 33 4E 72 80 52 B3 87 28 7F FO D7
76 AA D6 42 B7 F2 5A 42 E9 EC 49 F3 69 20 B9 BE
6F D8 75 66 2B 90 46 70 8E B2 FB 09 AB B7 94 0OA
BA 89 9D 4E 4B 7F FO 16 58 4E 60 F4 F9 5A 39 C5
34 D4 D4 6A 25 A3 11 CO E2 38 23 EE 6E D3 52 F5
25 D2 7D EB CA D7 02 48 60 94 82 D2 C3 0D 32 B8
A7 68 E6 A4 FF OA 43 8F 03 AB B8 7B 88 B3 3F 1B
C7r 3C 62 79 E9 D7 7A D6 B4 5F 3C AB DD AE F4 AE
BB A8 04 3B 3A 25 4B A3 3A B9 EA C6 OF AA C8 32
29 0C 86 E4 1F ED 1D 42 1B 97 0B OA 31 90 28 30
C3 A7 63 5A A9 EC D6 03 5A C3 DF 44 71 6C 86 0B
DB 7A BB 54 B3 95 D2 7E BB DE F8 E2 OE 56 AB 5D

Publ i ¢ exponent:
01 00 01

SHA- 256 di gest :
26 37 2E F7 BA A0 E7 DE 4F 3E 7F B4 3A FA 81 38



12 2C 90 C2 22 4A D3 58 61 7C A3 81 61 DE 06 11

Private exponent:

2F 84 33 4D 85 EC 2D CB 09 22 DF AO A4 F4 AA 65
F5 FF 42 85 41 EB 23 CO F3 F7 62 BC 0C 77 E4 3F
D9 D4 9C 2D 08 DE B8 C2 AB 2D 73 49 5D BD A6 BC
AA EO 8A 5C AD 76 50 5B 58 30 96 8D F3 5D A3 09
6F 33 C7 70 B8 B8 53 EO 04 00 24 E6 2C DA F5 4E
DE DF 1E EE F5 6A FB 11 9B 94 82 CF 85 2A DC 98
B3 AC AC 61 6F 63 16 13 CB 6F 3E CC 54 78 EF 7C
66 43 4A 62 84 CC F4 25 A0 5B C3 F7 31 82 F3 75
95 FE 7B 3E 51 89 FO 55 35 D1 BD 27 BA F2 27 4C
86 EC B3 45 D9 7F 4F FF C5 88 03 D5 AF 4A 2A E8
12 00 27 E6 1F 05 C1 97 EO DO 3D 5A 17 27 8A 3E
98 FE A1 F2 10 BD E4 3C 91 A5 EA EF OE F4 DC 32
54 83 C8 5F 9D 3F D3 AD 1D 25 A6 D5 F6 OD BC 47
70 51 9A 57 65 28 04 58 66 D3 AD A3 F3 CC A7 47
81 OF 56 BF EO 5F @ 93 5F 08 5F E5 D4 50 5E FD
E8 02 27 OA D4 3F 98 OE 6F 33 68 32 AC B2 57 6D

Certificate:

----- BEG N CERTI FI CATE- - - - -

M | DQDCCAI i gAwl BAgl BAz ANBgkghki G9w0BAQs FADBOMIE wCQYDVQQRGEWI GUJj EOVAWGALUEBX M-
UGFy aXMk Ez ARBgNVBAOTCKk Uu@ 5J Lk MuUy 4x CT AHBgNVBAs TADEPMAQ GALUEAXMGRS4gQm 4MB4 X
DTA5MDcy Nz A5MDYy MFoXDTEOQMDcy Nz A5S MDYy MFowTj EL MAk GALUEBhMCRI | xDj AMBgNVBAC TBVBh
cml zMRMAVEQYDVQRKEWPFLK | uSS5DLI MuMXkwBwYDVQQL EwAx Dz ANBgNVBAMI Bk Uul EJpe DCCASI w
DQYJKoZl hvcNAQEBBQADgg EPADCCAQuCgg EBAKYX4ORr / +MK7Br Tt pgNO1MXI gvwips NEXWWQub
1T7KoJdr 5Q4CGIWsbBI sLFzogvVOQraVwj b7QS0u40f +LUoDYg61pi TyzNOCcoBSs4cof / DXdqr Wr f y
VWKLp7EnzaSC5vm YdWYr KEZwj r L7Cau3l Aq6i Z10S3/ wiFl hOYPT5W nFNNTUai W EcDi OCPubt NS
9SXSf evKIwd|l YJSCOsMNM i naCak/ wpDj wOr uHul sz8bxzxi eenXet a0Xzyr 3a70r r uoBDs 6J Uuj

O ngxg+qyDl pDl bk H+0dGhuXCOwox k Cgwwedj Wins 1gNawd9EcVy GC9t 6ulSz| dJ+u9744g5Wj10C
AWEAAa Mp MCc wowYDVROPBAQDAg e AVA0 GAL Ud Dg QDBAEZ MAWGAL Ud I wQFMACAATMADQYJKoZI hve N
AQEL BQADggEBAAUguaYDREZNNKT4BOo TL7WUHJhONnG+2Qt ny M 1JHENbkMGYZs Jj sGx9wWUu8A6b
nT UxxWCak7j bwGpz Sl fj V5Bs/ MoOyoJuQvbedd/ aB/ JNs DCUk6Fc RsaPdf 00PUgPOi upV3abuhO
M5y CaYl RsuNMNMI | RAzwF W GKr OnO5GEdkt 2Nf 5/ mXk4E7/ apnkj Z308eyf af 3xzFZi G'i j N36Y
r ZDAr r vf y4l r 8ppi Uax9nUl 3Ef n21 L9o7d8am j ZP3dr j F4JT6L0JALACZXx| O732zdgxW/zH | JI

QUGA7ZACE+PdZ+f OpOr Pzl L3M YvHQUTE96a6v P2l JW 5AFTDI g=

----- END CERTI FI CATE-- - - -

Certificate digest:
7F 9B 13 D5 06 76 C7 23 12 C9 B6 92 0D AE A7 B4
23 C1 3F F8 68 CA 6D C6 DB C8 26 BD B4 5C BE A5

E002

Modul us:

D6 B9 23 64 5E 93 EO 2E BA F7 80 A6 88 E6 E9 CO
8F 7C 93 89 EO 6A A0 DE 06 92 10 57 CO A7 DB F4
44 02 Bl 23 9E OC 1A 9C 92 5B 74 DE 75 A4 2C BF
4A 7D 74 66 2B 6A 3E CB 38 98 FA 72 91 &4 9 C8
DO F1 3B 37 59 93 5D BO 77 32 28 Al 38 B2 C8 2
68 23 C3 7E Bl 35 81 5A 51 AF 4F C1 11 D9 91 07
39 B6 49 00 65 AA 07 AB OE 46 34 C4 44 FA AA B1
OF 3E Bl1 43 5C 4A 84 97 7D C9 CC 56 B6 EO A5 B5
52 FC BB 20 43 09 67 AB 6A 66 Bl 1A B7 E4 39 15
7F ED 37 52 16 2C DD 09 29 B7 38 5A 41 71 85 99
BO C3 6F 8A 29 4F 1A 75 66 02 6A CE 5E 87 F8 60
C3 84 50 39 FB 1C F5 0B 93 DA EO E2 F6 8C D3 82
CA E4 6E EB 4C 32 98 7D 60 73 A7 OE 99 7B D8 4C
AC 82 49 56 3E 93 CF FO 3D DA BA AC 5D 72 95 A7
13 11 61 61 6E 2F B5 64 OF 11 54 93 EA 43 33 9E
EA 05 F1 31 71 45 AO A4 DE 9F 54 ED 92 05 E6 E9

Publ i ¢ exponent:
01 00 01



SHA- 256 di gest :
AF 02 31 49 42 40 54 41 43 43 4B 1D 61 EF 82 9
B7 6C A4 C9 65 0C 6E 80 AC DB 5D 0B 35 1B 4F 51

Private exponent:

96 FB 43 59 95 EF 20 D9 7A FA 01 6A 18 25 56 03
E2 60 D4 55 44 89 75 67 E8 F2 D7 AF 02 CA 97 2C
EO 8D 8C 04 E1 62 DD 6B 6E B6 04 2D 50 47 OA 77
CF 66 FB 6B C3 E7 47 14 1A 4D E6 FC 9C 66 E5 03
E1 77 5E OE 03 5C 4D AA 81 85 Bl 6F FB BO 2A DE
17 DF DD DC BD BA 43 A4 40 7F A6 F2 B9 1C 64 8F
D2 12 CC AE OC CE 4B EA 09 75 70 30 F9 D7 DO 22
03 F8 2F 28 90 42 8D 8D 00 13 DF 2C B2 16 B0 2C
CF DF 69 02 83 C3 EF 17 G5 C9 90 DB A5 2A 5D CE
69 BA DB 3E BD CE 70 99 8D E8 F5 42 B9 27 54 D9
A2 DB BF FC 6E 56 AD FB 01 C8 CD 30 62 CA 26 AF
8E 17 02 6D 9D 98 40 58 21 13 F2 DB D4 1F 1D 08
9B E3 ED E8 Al Cl1 38 8D 59 D7 3A D6 EF 54 DF 30
8D FC 0C B1 57 8A E5 F7 BF CD 1B F6 D3 E6 37 8A
7F 09 1D DF 20 85 48 C2 C1 4E 2D 3E DC 6C 82 BF
D8 OD EE 4A 24 05 D1 44 6E 47 75 A3 29 78 DD 21

Certificate:

----- BEGQ N CERTI FI CATE- - - - -

M | DQDCCAI i gAwl BAgl BAj ANBgkghki G9w0BAQs FADBOMIE wCQYDVQQGEWI GUJj EOVAWGALUEBX M-
UGFy aXMk Ez ARBgNVBAOTCKk Uu@ 5J Lk MuUy 4x CTAHBgNVBAs TADEPMAQ GALUEAXMGRS4gQm 4MVB4 X
DTA5MDcy Nz A5 MDYx OVoXDTEOQMDcy Nz A5SMDYx OVowTj ELMAKk GALUEBhMCRI | xDj AMBgNVBAC TBVBh
cm zMRMAVEQYDVQRKEWPFLK I uSS5DLI MuMXkwBwYDVQQL EwAx Dz ANBgNVBAMI Bk Uul EJpe DCCASI w
DQYJKoZl hvcNAQEBBQADgg EPADCCAQoCggEBANaS| 2Rek +AuuveApoj mbcCPf JQJ4Ggg3gaSEFf J
POVORAKXI 54M3py SVBTedaQsvO0p9dGYr aj 7LQAJj 6¢cpHEycj BTs3WZNdsHcyKKE4ssj CaCPDf r E1
gVpRr 0/ BEAnRBz n2 SQBI qger Dk YOXET6qr EPPr FDXEQEI 33JzFa24KWLUvy 71 EMIZ6t qZr Eat +(6
FX/ t NLI WLNOJKbc 4V FxhZmmw2 +KKU8adWyCas 5eh/ hgwd RQOF sc9QuT2ubi 90z Tgsr kbut Mvph9
YHONDpl 72Eys gkl WPpPP8D3augxdcpWhExFhYWivt WQPEVST6kMznuoF8 TFXRaCk3p9UrZI F5ukC
AWEAAa Mp MCc wowYDVROPBAQDAg Ug VA0 GAL Ud Dg QDBAEY MAWGALUd I wQFMAOAATI wDQYJKoZI hveN
AQEL BQADgg EBAFXs ZUGz MU2x xj W2WbCkr OnmEx +r z3y PEDUGs dx UnEkdOnmehNb2anD! Ff LzWiJPU
CS00et 32da+skj f n3yFDO/ bVOFL8V7 UK/ vkFn cnPKpMwWY VpDl AVROPJ L4 S4R+OFANCy oXdDl

s4hJr SLI Neq07CZ8TMZ4Rvn8nm2bSShk+l gFyzKyi L9ZDgb+gopWNi OmA73N8i bGEgHUANRFRM bC
i i dpi Ol nNTUEP80Or 27sWNV 4 AWCBINTS/ y AhbOP4pEwouk HG gz L3BKWAXpc9UxhFt V2Csl 31 K
QE7pSt VRD7scvx+1Xe89JZnE8nyd S6HNAPRRSLmXbvesonHeqJo=

----- END CERTI FI CATE- - - - -

Certificate digest:
OA F2 32 2D 11 3F 8C 87 8F B6 19 2B 72 DF E4 2B
13 8B 68 DA OE 31 65 A8 55 04 8E B9 87 55 96 79

Sending a Standard Upload with Keys
First step isto publish the user’s keysto the bank via INI und HIA.

INI

Modulus and public exponent of the AO05 key are base64 encoded, and the order data for the
INI request is crested:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Si gnat ur ePubKeyOr der Dat a xm ns="htt p: // wwv. ebi cs. or g/ S001"
xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xsi: schemaLocati on="http://wwv. ebi cs. org/ S001
http://ww. ebi cs. org/ S001/ ebi cs_si gnat ur e. xsd" >
<Si gnat ur ePubKey| nf 0>
<PubKeyVal ue>
<ds: RSAKeyVal ue>



http://www.ebics.org/S001
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2000/09/xmldsig#
http://www.ebics.org/S001
http://www.ebics.org/S001/ebics_signature.xsd

<ds: Modul us>ANeCaQ2f H 56a7bc AFANnf TyvG i bm yed9Jx1wi f Coj uzzLpnSWWhbDnRwyB1/ YXK1V/ cl
| K+LCOr av48xMhogaOaRe Vixr SCt pAWHPB6WI1hKKkNV2m wi uP1Vg+LB2EASAW G M Cpy GKUUGNQBX0Ph913
xYUgZ41Rqg/ CNJ2wAAt uCgbr 5KvRTwWKEV4JEJS5qy medq3Yy 1kt 6t SHoQkLz MpMOBt M.zUBi ZUv1sTApEt K3
9CdCl 8GAEs ZdWsePSdr 77y0qsA7QCTXW i LpNDBx4BQuYJz 9l dej qt NT4zAD7s@B6Yai 54LzJ0l pHMA3baK
3/ Y3gBJgx C3WHSBf 68x66i c=</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
<Ti meSt anp>2009- 07- 28T16: 32: 48. 120+02: 00</ Ti neSt anp>
</ PubKeyVal ue>
<Si gnat ur eVer si on>A005</ Si gnat ur eVer si on>
</ Si gnat ur ePubKeyl nf 0>
<Par t ner | D>EBI CS</ Part ner | D>
<User | D>EBI X</ User | D>
</ Si gnat ur ePubKeyOr der Dat a>

The order data is then zipped, base64 encoded and put into the INI request:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<ebi csUnsecur edRequest xm ns="http://ww. ebi cs. org/ HO03"
xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nstance" Revi sion="1" Version="H003"
xsi: schemaLocati on="http://wwv. ebi cs. org/ HO03
http://ww. ebi cs. org/ HO03/ ebi cs_keyngnt _request. xsd">
<header authenticate="true">
<static>
<Host | D>SI ZBNOO1</ Host | D>
<Par t ner | D>EBI CS</ Par t ner | D>
<User | D>EBI X</ User | D>
<Product Language="de" >EBI CS-Kernel V2.0.3, SIZ/ PPI</Product>
<OrderDetail s>
<Order Type>l Nl </ Or der Type>
<Or der | D>A025</ Or der | D>
<Order Attribut e>DZNNN</ Order At tri but e>
</ OrderDetail s>
<Secur it yMedi unr0000</ Securi t yMedi une
</static>
<mnut abl e/ >
</ header >
<body>
<Dat aTr ansfer>

<Or der Dat a>eNp1k1l zokAUhd+nav6D5Txa2uwuhaYAnaj gCnt My1QDLXYCDdKs/ vghiv kU 72Cd+Fvr f P
| R+KWEk KKY4JMVIT22 GaDUSC OMXEGZ Z31u92r / kw+vI DNr FHYJLGaJ3aG pXsYvi MUxgo6ondNg8J0k0ACD
P8WEYs UM YewBk 2HY500YFBR/ o XK+Rr gKAUBLW3TCKI Bt TGCi YPeqlx6p4gBTBOU) Eux96ui KR7Q+hNG6M
Ckbubul Rp3HVAf / 9D3Zj sFdZt V+43GE WOYKVNYGE VLU bQT9GhVI KUHV NS Zt +cxahm opHSI Lt 11 r7j T1IR
Q 2bccUfi vkzIXZI 8Z22gEvk9uc Fm+OTFr 6k16s REXN/ | PY44PJ SZc Hx SW 3wPFOVW/oM y EXr EgoQcZuHX2
RW«gSaQ Wit VChD2r L8uD1wA8I m6Zvdey1C5i UKVF abhRaxF5a0+2z0uN2LBr MB9I i +00+9ZYLc XoC3nXCA
0Sap5di zq2dbKM32SCf PIXLy UAXI v/ LFkXxMoEaf 25t WILqLFSkOW«knWh4uddx! JLi SaJzvcl1Vsv1HpUIf X
YPI | gbbt zt | syFKt 2NZhUHHXvRcgwwWgr pKj / Nr f +ai | Ouyt | Sr Mu7Sj Sodl RYF4zpn/ GgaKLwNdR4ceU+dX
WONPOXNOST1CknCzl AG wz 56+gnRRQSRIKRs | HUmvt QPt 403Hk82c | BMhMYRKMygv 02021z PYuVBj w3EHod
| MNaDDdgGBl 8gnBZAd9D8hnp/ WB/ Rgr Di DL4Jt f 5A/ cCKK9OhnBAUz 8aj i Tr TzQpXHOLt 7+i 7+SSDt 0010eD
eSo/ +AvzYTgo=</ Or der Dat a>
</ Dat aTr ansf er >
</ body>
</ ebi csUnsecur edRequest >

The INI request is then send to the server, resulting in the following reponse:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<ebi csKeyManagenent Response xm ns="htt p://wwv. ebi cs. or g/ HO03"
xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nstance" Revision="1" Version="H003"
xsi: schemaLocati on="http://wwv. ebi cs. org/ HO03
http://wwv. ebi cs. org/ HO03/ ebi cs_keyngm response. xsd" >
<header authenticate="true">
<static/>
<mnut abl e>
<Ret ur nCode>000000</ Ret ur nCode>
<Report Text >[ EBI CS_OK] K</ Report Text >
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</ nut abl e>
</ header >
<body>
<Ret ur nCode aut henti cate="true">000000</ Ret ur nCode>
<Ti mest anpBankPar anet er aut henti cate="true">2009- 06-
16T17: 56: 05. 698+02: 00</ Ti mest anpBankPar anet er >
</ body>
</ ebi csKeyManagenent Response>

HIA
The same is done for the X002 and the EQ02 key, resulting in the following order data:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<HI ARequest Order Dat a xm ns="htt p://wwv. ebi cs. or g/ HO03"
xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schens- i nst ance"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xsi: schemaLocati on="http://wwv. ebi cs. org/ HO03
http://ww. ebi cs. org/ HO03/ ebi cs_orders. xsd">
<Aut hent i cat i onPubKeyl nf o>
<PubKeyVal ue>
<ds: RSAKeyVal ue>

<ds: Modul us>AKYX40Rr / +MK7Br Tt pgN91MXI gvwOps NEXWWQUb1T7KoJr 5Q4GIWsbBI sLFz og VO aVy
b7QS0u40f +LUoDYg61pi TyzNCcoBSs4cof / DXdqr W f yWKkLp7EnzaSCsvt YdWYr KEZwj r L7Cau3l Ag6i Z
10S3/ wH hOYPT5W nFNNTUai W EcDi OCPubt NS9SXSf evKiwd |l YISCOsSMNM i naCak/ wpDj wOr uHul sz8bx
zXxi eenXet aOXzyr 3a70r r uoBDs6JUUj Or ngxg+qy Dl pDI bk H+-0dChuXCwox k Cgwwedj Wins 1gNawd9EcW G
Cot 6ulSzIl dJ+u974495W)10=</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ PubKeyVal ue>
<Aut hent i cat i onVer si on>X002</ Aut hent i cat i onVer si on>
</ Aut hent i cat i onPubKeyl nf o>
<Encrypt i onPubKeyl nf o>
<PubKeyVal ue>
<ds: RSAKeyVal ue>

<ds: Modul us>ANa5I 2Rek+AuuveApoj n6c CPf JQ14Ggg3gaSEFf Jp9vORAKXI 54M3py SWBTedaQsv0p9dGY
raj 7LQJj 6cpHEycj BTs3WZNdsHcyKKE4ssj CaCPDf r ELgVpRr 0/ BEAnRBzn2 SQBI qger Dk YOXET6qr EPPr
FDXEQEl 33JzFa24KWLWy71 EMIZ6t gZr Eat +@BFX/ t NLI W.NOJKbc 4k FxhZmw2+KKU8adWYCas5eh/ hgw
4ARQOF sc9QuUT2ubi 90z Tgsr kbut MVoh9YHONDpl 72Eysgkl WPpPP8D3augxdcpWhEx FhYWivt WQPEVST6k Mz
nuoF8TFxRaCk3p9U7Zl F5uk=</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ PubKeyVal ue>
<Encrypt i onVer si on>E002</ Encrypt i onVer si on>
</ Encrypti onPubKeyl nf 0>
<Par t ner | D>EBI CS</ Part ner | D>
<User | D>EBI X</ User | D>
</ H ARequest Or der Dat a>

and the following HIA request:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<ebi csUnsecur edRequest xm ns="http://ww. ebi cs. org/ HO03"
xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nstance" Revi sion="1" Version="H003"
xsi: schemaLocati on="http://wwv. ebi cs. org/ HO03
http://ww. ebi cs. org/ HO03/ ebi cs_keyngnt _request . xsd">
<header authenticate="true">
<static>
<Host | D>SI ZBNOO1</ Host | D>
<Par t ner | D>EBI CS</ Par t ner | D>
<User | D>EBI X</ User | D>
<Product Language="de" >EBI CS-Kernel V2.0.3, SIZ/ PPI</Product>
<OrderDetail s>
<Or der Type>Hl A</ Or der Type>
<Or der | D>A026</ Or der | D>
<Order At tribut e>DZNNN</ Order At tri but e>
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</ OrderDetails>
<SecurityMedi um>0000</ Securi tyMedi unr
</static>
<nmut abl e/ >
</ header >
<body>
<Dat aTr ansfer>

<Or der Dat a>eNq9l U+Tgk YUxf epynewz NJ6Aw i TDm-Unh GQEEEBd2kVKAEI D/ dt | Cf PkTf TPl yMLm suxz
znmR4f X/ Q4+/ 15dy5BghHW r SZZ70bi dl veyPOvd u7H b6Pu98mvv4zny nQAdFCTAP YHSAEmMhJ22NMUv3VN
Z5s8UVVXVU3CI PPyUoZCa0z Thf SSeaxz9l Kr Ye6RPOwWz | LheWdwou8FuU4hKnXv BWoe Mri i KFqg24+Mo/ K
1N4+gZ37dYZB4s7318+UqdLx3qvvwo+7M// FRj vOu23enmVp6(@BBVWZPbZek YMANEP6z Cbu6z+ULTy T4l f Ui
j 5+XI vTD/ r DWAY+ORMBMAO 71 zPW Oot t eEM2VWe6AKzdIXwW E51oHr VDUTHBh7qGUgGpj cg+/ wh9kZL+Rb
FnANO4ANOFR+Gpk UTj j 72Fpt M2oUBk0d2c9MNL5t ZnPOy | yWsf 0ECEx0bJ 1nk@BDeoCUOr hdg5zs71 | B9FaP
FUl SEPUSLPt 0zhsVSl Xw+GbhuVPXDi VNZ1ewM JwaeFBl i 23CoWLI W f ggj GVquxUS6TxU +i Kl UGTKgqgl +
L KQGROFHWh Hepb HQVB6g Yl pN1bglg4pBEi 2UzCvLohsYHSog57RSMpuaQeknnP9s0TccUggxMkr Cr ej 50i x
Uy ow00QCc0r 6J BoSxbmdf 7RFhy HHhwCk Y+nVM e2QF z56U0CdZ2k5zM Whs3vuXXnf Hf Xp8MoUxOH g4 3t
4yuauDTdHLCOf e3ekgHIl agxSDz X5f 06bDgdKf xOkvSkh12Caz/ GF98TVUTVU7r Ul 2RBaQD6quXCl 11Ot Vgb
c8j WLI elAx+a+Er ngv+6QzAeLgwl5r 18DhovNkc2Zp297uCb12ga4DCORSi upCMCTLj N14i nZsC r Ge3S9
8yZ+ci bP8eyY6ugcOXCKxWBIZcUl Azy603G Y5zWE212a0gKW658t | ] wAse+ZAdgl SZxRnodOqdvA4J5Hr 0
/ 5SVf 2epml Gs CVZhHgQnKhTWHFr 0zhi TzCJ3SdSJ GRBOBQoZBy ucx PwnbupFJ+Hv ZBg8Pk 7Kzy 1Wbk sZAU
t e/l Tgpg+bRzuGvpnCuwt WwWI5Skskj W67 XUEz YXNgMB408I Mh/ SNt f XLz RBO6kf dQF | H3JOXgFUZKGSJE
myKal WuOd+Hub/ Ch6Y6pH4v 2DgA+uQQnt wBr f AqU</ Or der Dat a>
</ Dat aTr ansf er >

</ body>

</ ebi csUnsecur edRequest >

The response is identical to the INI response.

Confirmation of the keys

The keys (modulus, public exponent, hash value) are printed, signed and sent to the bank. The
bank verifies the keys by, e.g. by comparing the printed hash values with those it calculated
itself from the transmitted keys. After the confirmation, the user may (and must) use these

keys.

HPB

Usually, the first order a user performs after the confirmation of his keys is the download of
the bank’ s key. For this order, the encryption is already in effect, asthis is done with the
user’s encryption key. The request is also X00 signed by the user. However, the bank’s
response cannot be signed, as the user doesn’t yet know the bank’s public key.

For the download request, first arandom nonce is chosen:

C2 EO 19 E2 68 96 7E CA 5F F2 2D F3 89 18 6D BO
A request is compiled for the given host id, partner id and user id.

<ebi csNoPubKeyDi gest sRequest Revi si on="1" Versi on="H003"
xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03
htt p://ww. ebi cs. org/ HO03/ ebi cs_keyngnt request. xsd"
xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-i nst ance" >
<header authenticate="true">
<static>
<Host | D>SI ZBNOO1</ Host | D>
<Nonce>C2E019E268967ECA5FF22DF389186DB0</ Nonce>
<Ti mest anp>2009- 08- 03T12: 11: 41. 385Z</ Ti nest anp>
<Part ner | D>EBI CS</ Par t ner | D>
<User | D>EBI X</ User | D>
<Product Language="de">EBI CS- Kernel V2.0.4, SlIZz/ PPI</Product>
<OrderDet ai |l s>
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<O der Type>HPB</ Or der Type>
<Order Attri but e>DZHNN</ Or der At t ri but e>
</OrderDetail s>
<Securit yMedi unr0000</ Securi t yMedi unr
</static>
<nut abl e/ >
</ header >
<body/ >
</ ebi csNoPubKeyDi gest sRequest >

All the Elements with the attribute authenticate = true and their sub elements are considered
for the message digest calculation:

<header xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schenma-i nst ance" authenti cate="true">
<static>
<Host | D>SI ZBNOO1</ Host | D>
<Nonce>C2E019E268967ECA5FF22DF389186DB0</ Nonce>
<Ti mest anp>2009- 08- 03T12: 11: 41. 385Z</ Ti nest anp>
<Part ner | D>EBI CS</ Par t ner | D>
<User | D>EBI X</ User | D>
<Product Language="de">EBI CS-Kernel V2.0.4, SlIZzZ/ PPI</Product>
<OrderDet ai |l s>
<Or der Type>HPB</ Or der Type>
<Order Attri but e>DZHNN</ Or der At t ri but e>
</ OrderDet ai |l s>
<Securit yMedi unr0000</ Securi t yMedi unr
</static>
<nut abl e></ nut abl e>
</ header >

The digest for this XML fragment is:

Cl 7A A3 E4 93 08 87 F6 4B D7 F5S E6 DB 06 5E 71
0C 3B E2 52 F9 17 2E 26 A9 CE 66 C3 5D F9 82 FA

This message digest is put into a Signedinfo XML fragment, the namespace declaration
already as it will appear in the final document:

<ds: Si gnedl nfo xm ns="http://ww. ebi cs. org/ HO03"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. wW3. org/ TR/ 2001/ REC-
xm - c14n-20010315" ></ ds: Canoni cal i zat i onMet hod>
<ds: Si gnhat ureMet hod Al gorithm="htt p://ww. w3. org/ 2001/ 04/ xm dsi g-
nor e#r sa- sha256" ></ ds: Si gnat ur eMet hod>
<ds: Reference URI ="#xpointer(//*[ @uthenticate="true'])">
<ds: Transf or ns>
<ds: Transform Al gorithn="htt p://ww. w3. or g/ TR/ 2001/ REC- xml - c14n-
20010315" ></ ds: Transf or e
</ ds: Transf or ns>
<ds: Di gest Met hod
Al gorithn="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256" ></ ds: Di gest Met hod>

<ds: Di gest Val ue>wxqj 5JM h/ ZL1/ Xn2wZec Qw74 L5Fy4ngc5mvi35gvo=</ ds: Di gest Val u
e>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
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This Signedinfo fragment is then actually signed. For this, first it's message digest is
calculated which is:

DO A3 3E 51 81 EO EF 86 DO 23 86 3D 39 D3 1B C9
2E ED 75 14 70 F5 FD 97 C9 34 1F DD 81 C7 3C E8

This digest isthen completed with an ASN.1 prefix:

30 31 30 OD 06 09 60 86 48 01 65 03 04 02 01 05
00 04 20 DO A3 3E 51 81 EO EF 86 DO 23 86 3D 39
D3 1B GO 2E ED 75 14 70 F5 FD 97 C9 34 1F DD 81
C7 3C E8

Thisis signed with the bank user’s private key:

00 3F 24 5C 6D 9B 26 AD 08 FC BS CA 89 17 AF 31
32 3F 2D A0 F8 C5 89 8E 5F 78 46 5E 1A 19 01 A3
8E F1 2C AD 09 34 63 F5 F3 EO 2A 6D 12 F3 A8 5A
1D 14 C2 44 B6 98 Cl1 83 24 34 75 B8 44 92 FA 07
62 5B 31 D9 48 B7 F8 CE 3C AD D1 FE 36 5A 51 5E
94 5D BA AE 59 FD 75 25 AB FA 29 6E 02 37 OE B5
54 A5 4E 10 E7 47 9D 52 DC A4 04 16 34 62 73 39
93 DF 25 14 85 7E 22 53 0B D6 3A 00 D3 2F 1A 37
D5 F6 F6 63 4D 64 F4 41 E7 2F 10 FO FA FO D5 FE
5D 00 4D 26 C2 11 9A FO 0C 3E 54 75 BD 2D C1 63
9F 19 45 44 55 07 5B 95 74 2F 68 DF 51 DB EF 7C
84 OE 89 OA 61 7E FE 5F FE 9A 17 OE 94 E8 88 59
1B OA B1 75 2A A7 AB CB DO 94 29 4B FB 7D 72 A9
8A AF FD 57 A3 A1 A2 BE 54 C4 47 96 74 ED 3B 72
BD 1D 45 A9 85 29 46 08 Bl 28 2C 46 43 82 4D OE
F1 58 65 D7 8E FF D4 FE 34 E8 5C F6 B4 B3 BA F7

The complete signature is then base64 encoded and added to the original message:

<ebi csNoPubKeyDi gest sRequest Revi si on="1" Versi on="H003"
xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03
htt p://ww. ebi cs. org/ HO03/ ebi cs_keyngnt request. xsd"
xm ns="http://ww.ebics. org/ H03"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<header authenticate="true">
<static>
<Host | D>SI ZBNOO1</ Host | D>
<Nonce>C2E019E268967ECA5FF22DF389186DB0</ Nonce>
<Ti mest anp>2009- 08- 03T12: 11: 41. 385Z</ Ti nest anp>
<Part ner | D>EBI CS</ Par t ner | D>
<User | D>EBI X</ User | D>
<Product Language="de">EBI CS-Kernel V2.0.4, SlIZzZ/ PPI</Product>
<OrderDet ai |l s>
<Or der Type>HPB</ Or der Type>
<Order Attri but e>DZHNN</ Or der Attri but e>
</ OrderDetai |l s>
<Securit yMedi unr0000</ Securi t yMedi unr
</static>
<mnut abl e/ >
</ header >
<Aut hSi gnat ur e>
<ds: Si gnedI nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. wW3. org/ TR/ 2001/ REC-
xm - cl4n-20010315"/ >
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<ds: Si gnhat ureMet hod Al gorithm="htt p://ww. w3. org/ 2001/ 04/ xm dsi g-
nor e#r sa- sha256"/ >
<ds: Reference URI ="#xpointer(//*[ @uthenticate="true'])">
<ds: Transf or ns>
<ds: Transform Al gorithnm="http://ww. w3. org/ TR 2001/ REC- xm - c14n-
20010315"/ >
</ ds: Transf ornms>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<ds: Di gest Val ue>wxqj 5JM h/ ZL1/ Xn2wZec Qw74 L5Fy4ngc5mvi35gvo=</ ds: Di gest Val u
e>
</ ds: Ref erence>
</ ds: Si gnedl nf o>

<ds: Si gnat ur eVal ue>AD8kX&bJ g0l / LXKi RevMTIl / LaD4x YmOX3hGXhoZAaOBSyt CTRj 9f Pg
KnDS86haHRTCRLaYWYMKNHWIRIL6B2JbMI | t /] OPK3R/ j ZaUVBUXbquW 11Jav6KWICNWE 1 VKV
CEQdHNVLc pAQWNGI z QZPf JRSFf | JTCOYBANW G f VIVZ) TWI0QecvEPDE8NX+XQBNIs| Rmv AMPI
R1vS3BY58ZRURVB1uVdC9031H073y EDokKYX7+X/ 6aFw6 U6l hZGngxdSqng8vQ@ d L+31yqgYqv/
Vej oaK+VIVRH nTt GBKOHUWhSI GCLEoLEZDgk0OBVhI 147/ 1P406Fz2t LO69w==</ ds: Si gnat u
reval ue>

</ Aut hSi gnat ur e>

<body/ >
</ ebi csNoPubKeyDi gest sRequest >

This message is then sent to the EBICS server. From there, we get the following response:

<ebi csKeyManagenent Response Revi si on="1" Versi on="H003"
xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03
htt p: //ww. ebi cs. or g/ HO03/ ebi cs_keymgnt response. xsd"
xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-i nst ance" >
<header authenticate="true">
<static/>
<nut abl e>
<Ret ur nCode>000000</ Ret ur nCode>
<Report Text >[ EBI CS_OK] OK</ Report Text >
</ nut abl e>
</ header >
<body>
<Dat aTr ansf er >
<Dat aEncryptionl nfo authenticate="true">
<Encrypt i onPubKeyDi gest
Al gorithnm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"
Ver si on="E002" >r vl xSUJAVEFDQsdYe+CybdspM | DGBAr Nt dCzUbT1E=</ Encr ypti onPubK
eyDi gest >

<Transact i onKey>CPdd6CDXr CxHW Yr wS/ 5a3Nl Z1R2SDscHHISONc 2| 7g8ar a7qv5Ra7HO3W
336DPQLZQXHHEBRWIE2FQLVr VTcy pK6f kFar mOLdEt @ 6Ka89A0zC7aQWp4dyd +zl F+XvFkIXZ
bRXgoECOPsgc QxMenKLXnr 1ThYRFOoAasi gLDGMx! i yhoRO4F9dL7YB8BLe/ uZeRj 78nM\p4snkE
5ZKKy Phwvx+01 W 8YuVCSC2c2gbs MmAevAvycdpLf uuoAKVI NM | vkKeBf MZFELcneKKnB5D2
zPYkZ7cq®2I f AAp5qdS6K8P7RY4gt j UhQx P5mi 8bZt / Zcj i oUm ROdAMnA==</ Tr ansact i onKe
y>

</ Dat aEncrypti onl nf 0>

<O der Dat a>l J/ v1HvOYAZKTPkx ULHANTOc Uy 01+EaAsx Lz CPht i eAo9nbAt UsURdyBVF ntl Hot W
e3ELb02I R37bChyngOEsqgpl j xx7Ci B+kl / bVs7XkNQQt GPI h0807 ApJ 7 AHOKPFFv E+SM2 ONp Sw
Ur qJ@& nmyaUs+Rvb60/ 3QOWKi 4y3+Qj nBnki WZpPf Nt 529g4ReE9CGe860+L+EBOBgZNn634L5Z/

i 6pg908nMXBAk| Pdk 1IERAEgWONaCeYYB70FTopl R1gl NJEF2Cnf At Y w+DuQFPDt h+EWHghe3a
4x00d9eJ550u2QCYCPUC2g/ qz1sp7CGR74W P51 W dmUEUPFsKI60vM-1V8S06j ZGDa/ ChUGDKS
F3GE TMPOOWLMsT | QTRr 3YQBHA3+pMWY71 6Jysze+X9OKZZTTpv4GmYmLUS) nr aGy MUPF3j 9hr | nmp
tt K+lgg2Weyt CJO44YsZp9ckl s8INKAbT5uwTuonKZoRgm | OTcMh4VP7V28TW 2XdF+T6r BFI L
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TvQyXMOzvbelklLwg2031JDBdJ8X1f HCYJxKsI r YCSDPz4sha8h7QrHr CSFnj oXb+LUEl nbLXZVR
kY5/ Dc73EMBES 3WAgj WSJK2asRqdqUOPhbS5qpl | gYKsNcb+Wes</ Or der Dat a>

</ Dat aTr ansf er >

<Ret ur nCode aut henti cate="true">000000</ Ret ur nCode>

<Ti mest anpBankPar anet er aut henti cate="true">2009- 06-
16T17: 56: 05. 698+02: 00</ Ti mest anpBankPar anet er >

</ body>

</ ebi csKeyManagenent Response>

This response contains the transaction key randomly chosen by the bank, and the first (and in
this case only) segment of download data.
The transaction key's base64 encoding is removed:

08 F7 5D E8 EO D7 AC 2C 47 5A 96 2B C1 2F F9 6B
73 48 67 54 76 48 3B 1C 1C 72 52 38 D7 36 23 B8
3C 6A B6 BB AA FE 51 6B B1 F4 DD 6F B7 DF A0 CF
40 B6 50 C4 7F 84 05 15 9D 13 61 50 D6 FA D5 4D
CC A9 2B A7 E4 15 AA E6 3B 57 44 B5 0B 7A 29 AF
3D 02 8C C ED A4 0C CA 9E 32 1A 5F B3 94 5F 97
BC 59 09 5D 96 D1 5E OA 04 38 FB 20 70 6D 31 33
A9 CA 2D 79 EB D5 38 58 44 53 A8 01 AB 22 80 BO
C6 C2 AC 65 8B 28 68 47 DE 05 F5 D2 FB 60 1F OB
7B FB 99 79 18 FB F2 63 69 E2 CO A4 13 96 4A 2B
23 E1 C1 5C 7E DO 85 BB F1 8B 95 09 20 B6 73 6A
9B BO CO A6 E1 EB G0 BF 27 1D A4 B7 EE BA 81 B8
29 59 4D 30 89 6F 90 A7 81 7C C6 45 10 B7 26 78
A2 A6 F3 90 F6 CC F6 24 67 B7 2A 1B 62 1F 00 OA
79 A9 D4 BA 2B C3 FB 45 8E 20 B6 35 21 3A D3 F9
9A 2F 1B 66 DF D9 72 38 A8 52 62 11 F5 DO OC 9C

Decrypting this with the user’s private encryption key results in:

99 DE DF F3 FE 42 CA 55 42 34 88 93 3B DF A7 79

which isthe AES key for this transaction. So when the order data is base64 decoded, it can be
decrypted. The result is a zip stream, which after decompression yields the following order
data:

<xm -fragnent xsi:schenmalLocation="http://ww. ebics. org/ H03
http://ww. ebi cs. or g/ H03/ ebi cs_or ders. xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: h003="htt p://wwv. ebi cs. or g/ HO03" >
<h003: Aut hent i cat i onPubKeyl nf 0>
<h003: PubKeyVal ue>
<ds: RSAKeyVal ue>

<ds: Modul us>AJ2/ 00ol Zydb9sgKbi wgDcwAONt cUM Yi 6GK7PgoRszuluyt GnxJj GhG 62k Vsl
W LgebUSwdqg/ T3YyGsa3KQel GaUUn9i qyu3BoNOvHo2DLNANAGW1WR/ Ho YRKR3J Hy URh TBKwW2 7
KScRRAKA 6] Y+VcXc TKIL8P] XMH5cD6Gz</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ h003: PubKeyVal ue>
<h003: Aut hent i cat i onVer si on>X002</ h003: Aut hent i cati onVer si on>
</ h003: Aut henti cati onPubKeyl nf o>
<h003: Encr ypt i onPubKeyl nf 0>
<h003: PubKeyVal ue>
<ds: RSAKeyVal ue>

<ds: Modul us>AJ2/ 00ol Zydb9sgKbi wgDcwAONt cUM Yi 6GK7PqoRszuluyt GnxJj GhG 62k Vsl
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W LgebUSwdqg/ T3YyGsa3KQel GaUUn9i qyu3BoNOvHo2DLNANAGWY1WR/ Ho YRKR3J Hy URh TBKwW27
KScRRAKA 6] Y+VcXcTKIL8P] XMH5cD6Gz</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ h003: PubKeyVal ue>
<h003: Encrypti onVer si on>E002</ h003: Encr ypt i onVer si on>
</ h003: Encrypt i onPubKeyl nf 0>
<h003: Host | D>SI ZBNOO1</ h003: Host | D>
</ xm -fragnent >

The contained key values are just the base64 representation of the bank keys asthey are
printed above.

Upload

After downloading and verifying the bank’ s keys, afirst upload may be performed. In this
example we will upload some binary data (the EBICS logo as provided with this document)
using the order type “FTB”. But before we can send it, we have to create a signature.

Signature Creation
The SHA-256 digest of the order data are calculated:

98 C6 69 83 C7 EO B8 29 5F Bl 25 3A EO 25 B8 2C
A7 69 EE 68 46 34 3D CF Dr 1F 17 7A 60 60 E7 26

This digest is padded, resulting in the following DSI:

01 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF 00 30 31 30 0D
06 09 60 86 48 01 65 03 04 02 01 05 00 04 20 98
C6 69 83 C7 EO B8 29 5F Bl 25 3A EO 25 B8 2C A7
69 EE 68 46 34 3D CF D7 1F 17 7A 60 60 E7 26

The DS is signed with the users AOO5 key:

11 93 D5 9B A3 BF 57 8F 8C 08 4F F7 05 3D 8A 5B
A0 90 85 34 28 21 3F CF BC F1 39 B3 E1 BD D7 10
C5 48 31 2F 5C 1E 99 63 50 3C E5 40 C3 13 3C EC
04 6A 3D B7 2F F9 46 EA DF 1B 71 FA 76 A3 55 93
FA 19 77 CF 5A 5B CB 71 FO BF 53 C1 A7 58 EO 09
35 AD 61 AB 40 D1 E2 6E 55 48 46 6E ED CA 8D DD
A4 3E 35 97 73 D8 67 45 5B 3A 2D 84 FA 75 54 08
98 8A A0 5A 9F E8 EC 71 6E OF 08 66 38 62 46 7C
EA 98 CB D1 7E 2E 3C 30 32 AE E3 18 DA 78 30 3A
68 CB D9 E2 E7 F8 A0 BF AE D1 1D 98 2A F5 96 9B
55 51 1C AD 62 1C E9 B7 CD 16 AE FE 53 8F 16 82
03 16 4D 83 DA 36 Bl 32 FA A1 20 CE 93 93 34 7A
DE 6A 4F 32 19 82 74 A3 85 1C D2 B2 G0 D2 8E A2



CA E1 FF E6 AE 6E 89 2D 1A 7D 10 70 83 FC 94 69
37 CD 20 52 E9 2B EF 4C 00 E8 Bl 4A 8C FA 47 30
76 C1 B8 47 19 D7 D3 1E 2B 93 2D 5B 91 02 97 09

The result is base64 encoded and put into an user signature data document:

<?xm version="1.0" encodi ng="UTF-8"?>
<User Si gnat urebData xnm ns="htt p://ww. ebi cs. or g/ SO01"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="htt p://wwv. ebi cs. or g/ S001
http://ww. ebi cs. org/ S001/ ebi cs_si gnat ure. xsd" >
<Or der Si gnat ur eDat a>
<Si gnat ur eVer si on>A005</ Si gnat ur eVer si on>

<Si gnat ur eVal ue>EZPVm6Q V4+MCE/ 3BT2KWCChTQol T/ PvPE5s+®31x DFSDEvXB6ZY1A85UD
DEzzsBCGo9t y/ 5Rur f GBH6dqNVk/ 0Z2d89aV8t x8L9TwadY4AK1r W& QNHi bl VI Rnvt yo3dpD41l 3
PYZOVbQO 2E+nVUC]i KoFgf 60xxbg8l Zj hi RnzgmW Rf i 48MDKu4xj aeDA6aMrZ4uf 40L+uOR2YK
VWAL VRHKLi HOnBzRau/ | OPFol DFk2D2j axMrghl M6Tkz R6 3nmp PMhnTCd KOFHNKy WNKQosr h/ +au
bokt Gh0Qcl P8l Gk3zSBS6Svv TADos UgMrkcwds ARXxNX0x4r ky 1bk QKXCQ==</ Si gnhat ur eVal u
e>

<Part ner | D>EBI CS</ Par t ner | D>

<User | D>EBI X</ User | D>

</ Or der Si gnat ur eDat a>

</ User Si gnhat ur eDat a>

Initialisation phase
Asthisisan upload, the client chooses a nonce

A5 48 8F 43 22 30 63 17 1C A0 FA 59 AD C6 35 FO

and the transaction key:

C8 56 F5 FD 58 EB 76 A4 DO 3C 95 AD 78 AF CA 14

The transaction key is encrypted using the bank’ s public key, resulting in

4A 13 27 47 FF CA 78 2F F7 9C Al B3 37 74 64 61
3F 14 85 44 85 A7 86 17 92 30 27 4F 6 38 4F
05 D7 5E B9 25 D3 7F 1C 90 07 E7 39 B6 24 9A
94 8D DA G 3F 57 D5 76 2D 05 B9 5B 45 FF 08
17 97 24 FE 41 24 DC D7 5A E3 58 83 46 7D OF
4D 2A 75 A7 4F CA 4D B6 F2 34 9B D4 FO 16 E1
FB 1B F8 F8 4B 55 OA 89 25 41 AB A8 94 B6 DE
FF F5 56 07 67 04 5F 45 19 05 2D 26 10 BE 43

BEMBERY

The base64 equivalents of the nonce and the encrypted key in a suitable XML structure are
then incorporated into the initial upload request, aswell as the digests of the bank’s public
keys. The number of segments is calculated and inserted. The order signature we created
above is compressed, encrypted with the new transaction key and also put into the request
XML.

<ebi csRequest Revi sion="1" Versi on="H003"
xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03
htt p://ww. ebi cs. org/ HO03/ ebi cs_request . xsd"
xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-i nst ance" >
<header authenticate="true">
<static>
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<Host | D>SI ZBNOO1</ Host | D>
<Nonce>A5488F43223063171CA0FA59ADC635F0</ Nonce>
<Ti mest anp>2009- 08- 04T08: 41: 56. 967Z</ Ti nest anp>
<Part ner | D>EBI CS</ Par t ner | D>
<User | D>EBI X</ User | D>
<Product Language="de">EBI CS-Kernel V2.0.4, SlIZzZ/ PPI</Product>
<OrderDetail s>
<Or der Type>FTB</ Or der Type>
<Or der | D>A037</ Or der | D>
<Order Attribut e>QZHNN</ Or der At t ri but e>
<St andar dOr der Par ans/ >
</OrderDetail s>
<BankPubKeyDi gest s>
<Aut hentication Al gorithm"http://ww.w3. org/ 2001/ 04/ xm enc#sha256"
Ver si on="X002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Aut henti cati on
>

<Encryption Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#sha256"
Ver si on="E002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Encr ypti on>
</ BankPubKeyDi gest s>
<Securit yMedi unr0000</ Securi t yMedi unr
<Nunegnent s>1</ NunSegnent s>
</static>
<mnut abl e>
<Transacti onPhase>I ni ti al i sati on</ Transacti onPhase>
</ nut abl e>
</ header >
<Aut hSi gnat ure/ >
<body>
<Dat aTr ansf er >
<Dat aEncryptionl nfo authenticate="true">
<Encrypt i onPubKeyDi gest
Al gorithn="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"
Ver si on="E002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Encr ypt i onPubK
eyDi gest >

<Transact i onKey>ShWnhR/ / KeC/ 3nKGzN3Rk YT8UhUSFp4YXkj DZJ0/ GOE8F1165JdN HIAHyuc
5ti Sal | 3ay T9X1XYt BQMEWIX/ CBeXJP5BJI Nz XWIPIW NG QONKNWAT8pNt vI OPpvU8Bbh+xv4+E
t VCokl Qdur qJS23v/ 1VgdnBFIFGQVSLSYQvkM=</ Tr ansact i onKey>

</ Dat aEncr ypti onl nf 0>

<Si gnat ur eDat a
aut henti cat e="true">yuSeXqH2i y44fj 9t okf 93zPE1ly7VnPr Bl v3o0enAi Q+toP2nEFj yX5Ch
XZDeuVcoE@IdI KMk S7YUQB4ANQUzKkUTKecy7ZF79Ct d9on+f j g9e/ ut O26gZh2+JPt ycQUYI pf N
oUuaA2No5J YMehUR8Bx43i Fpwlv CT3bVqVuCxj bxJVHESEkf 9k QUWHAEK96vY1Fzart 3yLDVTFf X
gkgHowP42FHPdFKj SKKhkHN2poGDINYj t Cuh+SU+52A02z BTUR/ 1WADA zPSc DANE1snB5e+XEt
FhuBKI 9E5TRo5H@Ne 1RAOPIHAW-BWCI s1dbAoD3bMkkZkvdeResJi pbl p99N t onCA8bJ@I s
YWNBRXQSul 1Fhi FchqGUW575/ QHE9YYoHX9Zj p8I t 8xHDyq10c Sul WM T+1x06x63y SARr XQAEM
WF5ukf f Jqvb3PECPOCEDSWISZ9n GgPTML.gQQMbn4TZkY5yU0TdUnBedj Menxy XeZpJ42Ji v
LmlBwi / | RYzzyR+P/ qr Us YgQQWHt Xr dz AXi 0X9f Zf kil hTeg2ScnKRhgcHnc Thw7 Svdx D9t 9KoL
I rl ouR6el t Jp6xdGCxCnSs8Jj j X6j YO+uzri ahYH+t 4nak GapwswSyDoq4VkG eLQCeSI BxYzl 7
+dZ7UUUZS6530t xb/ Uno2ReDi wf Rj qRB7XU+1vqGALINBgEOB</ Si gnat ur eDat a>

</ Dat aTr ansf er >
</ body>

</ ebi csRequest >

Thisreguest is signed just as the HPB request was. The XML fragment containing the parts
with the authenticate attribute set to true looks like this:

<header xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schenma-i nst ance" authenti cate="true">
<static>
<Host | D>SI ZBNOO1</ Host | D>
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<Nonce>A5488F43223063171CA0FA59ADC635F0</ Nonce>
<Ti mest anp>2009- 08- 04T08: 41: 56. 967Z</ Ti nest anp>
<Part ner | D>EBI CS</ Par t ner | D>
<User | D>EBI X</ User | D>
<Product Language="de">EBI CS-Kernel V2.0.4, SlIZzZ/ PPI</Product>
<OrderDetail s>
<Or der Type>FTB</ Or der Type>
<Or der | D>A037</ Or der | D>
<Order Attribut e>QZHNN</ Or der At t ri but e>
<St andar dOr der Par ans></ St andar dOr der Par ans>
</OrderDetail s>
<BankPubKeyDi gest s>
<Aut hentication Al gorithm"http://ww.w3. org/ 2001/ 04/ xm enc#sha256"
Ver si on="X002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Aut henti cati on
>

<Encryption Al gorithm"http://ww. w3. org/ 2001/ 04/ xm enc#sha256"
Ver si on="E002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Encr ypti on>
</ BankPubKeyDi gest s>
<Securit yMedi unr0000</ Securi t yMedi unr
<Nunegnent s>1</ NunSegnent s>
</static>
<nut abl e>
<Transacti onPhase>I ni ti al i sati on</ Transacti onPhase>
</ nut abl e>
</ header ><Dat aEncrypti onl nfo xm ns="htt p://ww. ebi cs. or g/ HO03"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schenma-i nst ance" authenti cate="true">
<Encrypt i onPubKeyDi gest
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#sha256"
Ver si on="E002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Encr ypt i onPubK
eyDi gest >

<Transact i onKey>ShWnR/ / KeC 3nKGzN3Rk YT8UhUSFp4YXkj DZJ0/ GOE8F1165JdN HIAHyuc
5ti Sal | 3ay T9X1XYt BQMEWIX/ CBeXJP5BJI Nz XWIPIW NG QONKNWAT8pNt vI OPpvU8Bbh+xv4+E
t VCokl Qdur qJS23v/ 1VgdnBFIFGQVSLSYQvkM=</ Tr ansact i onKey>

</ Dat aEncrypti onl nf 0><Si ghat ureDat a xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
aut henti cat e="true">yuSeXqH2i y44fj 9t okf 9JzPE1ly7VnPr Bl v3o0enAi Q+toP2nEFj yX5Ch
XZDeuVcoE@IdI KMk S7YUQBE4ANQUzKkUTKecy7ZF79Ct d9on+f j g9e/ ut O26gZh2+JPt ycQUYI pf N
oUuaA2No5J YMehURBx43i Fpwlv CT3bVqVuCxj bxJVHESEkf 9kQUWHAEK96vVY1Fzart 3yLDVTFf X
gkgHowP42FHPdFKj SKKhkHN2poGDINYj t Cuh+SU+52A02z BTUR/ 1WADA zPSc DANE1snB5e+XEt
FhuBKI 9E5TRo5H@Ne 1RAOPIHAWFBWCI s1dbAoD3bMkkZkvdeResJi pbl p99N t onCA8bJ@I s
YWNBRXQSul 1Fhi FchqGUW575/ QHE9YYoHX9Zj p8I t 8xHDyq10c Sul WA T+1x06x63y SARr XQAEM
WF5ukf f Jqvb3PECPOCEDSWISZ9n GgPTMLgQQMbn4TZkY5yU0TdUnBedj Menxy XeZpJ42Ji v
LmlBwi / | RYzzyR+P/ qr Us YgQQWHt Xr dz AXi 0X9f Zf kil hTeg2ScnKRhgcHnc Thw7 Svdx D9t 9KoL
I rl ouR6el t Jp6xdGCxCnSs8Jj j X6j YO+uzri ahYH+t 4nak GapwswSyDoq4VkG eLQCeSI BxYzl 7
+dZ7UUUZS6530t xb/ Uno2ReDi wf Rj qRB7XU+1vqGALINGBgEOB</ Si gnat ur eDat a>

the digest of this XML fragment is calculated as

3A 7B 2B 92 B3 29 11 1D B2 89 1F D2 E4 BD E7 7E
85 88 5A 38 C7 34 79 B8 1D BE FC OF 25 1C 28 30

which yields the following signed info

<ds: Si gnedl nfo xm ns="http://ww. ebi cs. org/ HO03"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-i nst ance" >
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. wW3. org/ TR/ 2001/ REC-
xm - c14n-20010315" ></ ds: Canoni cal i zat i onMet hod>
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<ds: Si gnhat ureMet hod Al gorithm="htt p://ww. w3. org/ 2001/ 04/ xm dsi g-
nor e#r sa- sha256" ></ ds: Si gnat ur eMet hod>
<ds: Reference URI ="#xpointer(//*[ @uthenticate="true'])">
<ds: Transf or ns>
<ds: Transform Al gorithnm="http://ww. w3. org/ TR 2001/ REC- xm - c14n-
20010315" ></ ds: Transf or e
</ ds: Transf ornms>
<ds: Di gest Met hod
Al gorithn="htt p://ww. w3. or g/ 2001/ 04/ xm enc#sha256" ></ ds: Di gest Met hod>

<ds: Di gest Val ue>Onsr kr MpER2yi R/ S5L3nf oW W j HNHnHb 78Dy Uc KDA=</ ds: Di gest Val u
e>
</ ds: Ref erence>
</ ds: Si gnedl nf o>

and it’ s digest, which is

63 2D 57 CB OF 1F 28 E7 A8 66 E9 45 F9 1E OF 78
F1 D3 94 46 82 8B 6A 51 C8 B8 6C 46 D8 A0 BB 80

This digest is again completed with the ASN.1 prefix, so that finally

30 31 30 OD 06 09 60 86 48 01 65 03 04 02 01 05
00 04 20 63 2D 57 CB OF 1F 28 E7 A8 66 E9 45 F9
1E OF 78 F1 D3 94 46 82 8B 6A 51 C8 B8 6C 46 D8
A0 BB 80

is signed with the user’s private authentication key, resulting in the following signature:

97 59 9E D6 61 C7 20 01 8E B4 50 61 49 98 2F 7A
4A FF 18 75 EF 62 C9 84 9C FF 74 DE 77 9A 73 AF
8D 3C EC 3B 38 35 EC 17 AA F9 OE B3 74 EE 04 3B
2C 49 43 20 A8 14 DA 3A 69 94 36 7F F9 A5 7F AA
57 3F B4 C6 5D 1B 43 C7 13 87 6B 87 99 D8 26 51
4F C1 09 CA 54 4C F3 60 82 2D BF Bl AC 96 40 6
DC FE EC 20 9D 0C 82 36 2E DC 99 52 B9 F3 40 30
E6 C5 1E 54 46 77 43 CE D5 A3 86 BE 2C 73 CA BE
F1 5D 5E 88 DO 3E 91 38 8C 68 E9 CO A0 D8 DE B4
7B Al 44 90 00 E5 21 9C 81 A2 61 BF AE 8E BO 42
E7 FB E5 1C 28 6A 44 49 70 F8 A4 28 DE E2 8A E9
EF 58 39 21 A6 4F B3 D7 3C B8 FA 31 15 6A 32 92
5D 81 51 6E 74 07 7C 94 7TA BB C4 FC EF F5 30 EC
4E 06 74 EO 36 OA 9D CE F5 49 55 7F BO FE 37 A4
1F CG6 F6 A1 20 DA CF 4F 97 75 1F 62 13 61 60 A8
Bl C2 Bl 4D 01 16 36 66 1B EA 6F 14 A8 EF 08 76

Finally, the authentication signature is put into the request, which is then set to the server:

<ebi csRequest Revi si on="1" Versi on="H003"

xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03

htt p://ww. ebi cs. org/ HO03/ ebi cs_request . xsd"

xm ns="http://ww. ebi cs. or g/ HO03"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >

<header authenticate="true">
<static>

<Host | D>SI ZBNOO1</ Host | D>
<Nonce>A5488F43223063171CA0FA59ADC635F0</ Nonce>
<Ti mest anp>2009- 08- 04T08: 41: 56. 967Z</ Ti nest anp>
<Part ner | D>EBI CS</ Par t ner | D>
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<User | D>EBI X</ User | D>
<Product Language="de">EBI CS-Kernel V2.0.4, SlIZzZ/ PPI</Product>
<OrderDetail s>
<Or der Type>FTB</ Or der Type>
<Or der | D>A037</ Or der | D>
<Order Attribut e>QZHNN</ Or der At t ri but e>
<St andar dOr der Par ans/ >
</OrderDetail s>
<BankPubKeyDi gest s>
<Aut hentication Al gorithm"http://ww.w3. org/ 2001/ 04/ xm enc#sha256"
Ver si on="X002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Aut henti cati on
>

<Encryption Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#sha256"
Ver si on="E002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Encr ypti on>
</ BankPubKeyDi gest s>
<Securit yMedi unr0000</ Securi t yMedi unr
<Nunegnent s>1</ NunSegnent s>
</static>
<nut abl e>
<Transacti onPhase>I ni ti al i sati on</ Transacti onPhase>
</ nut abl e>
</ header >
<Aut hSi gnat ur e>
<ds: Si gnedI nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. wW3. org/ TR/ 2001/ REC-
xm - cl4n-20010315"/ >
<ds: Si ghat ureMet hod Al gorithm="htt p://ww. w3. org/ 2001/ 04/ xm dsi g-
nor e#r sa- sha256"/ >
<ds: Reference URI ="#xpointer(//*[ @uthenticate="true'])">
<ds: Transf or ns>
<ds: Transform Al gorithn="http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n-
20010315"/ >
</ ds: Transf or ns>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<ds: Di gest Val ue>Onsr kr MpER2yi R/ S5L3nf oW W j HNHnHb 78Dy Uc KDA=</ ds: Di gest Val u
e>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>

<ds: Si ghat ur eVal ue>l 1melmHH AGO FBhSZgvekr / GHXvYsnEnP903neac6+NPON7 ODXSF6r 5
Dr NO7gQ7LEl DI KgU2j ppl Dz/ +aV/ gl ¢/ t MCdQROPHE4dr h5nYJl FPWOnKVEzz Y1 | t v7Gsl kDG3P7
sl JOMyj Yu3Jl Suf NAMObFH RGJOPOLaOGvi xzyr 7xXV6l 0D6RO x06¢cCg2N60e6FEKADI | ZyBom
G r o6wQuf 75RwoakRIcPi kKN7i i unvWDkhpk+z1zy4+j EVaj KSXYFRonQHf JR6U8T87/ UW7E4Cd
QA2Cp3MU VF 7D+N6 X xvahl Nr PT5d1H2I TYWCosc Kx TQEWNmMYb6nBUq(O8I dg==</ ds: Si gnat u
reval ue>

</ Aut hSi gnat ur e>

<body>

<Dat aTr ansf er >
<Dat aEncryptionl nfo authenticate="true">
<Encrypt i onPubKeyDi gest

Al gorithnm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"
Ver si on="E002" >dFAYe281vj 9NB7w+VoW df Hnj YOhNbZLbHs DOu76QAE=</ Encr ypt i onPubK
eyDi gest >

<Transact i onKey>ShWnR/ / KeC/ 3nKGzN3Rk YT8UhUSFp4YXkj DZJ0/ GOE8F1165JdN HIAHyuc
5ti Sal | 3ay T9X1XYt BQMEWIX/ CBeXJP5BI Nz XWIPIW NG QONKNWAT8pNt vI OPpvU8Bbh+xv4+E
t VCokl Qdur qJS23v/ 1VgdnBFIFGQVSLSYQvkM=</ Tr ansact i onKey>

</ Dat aEncr ypti onl nf o>

<Si gnat ur eDat a
aut henti cat e="true">yuSeXqH2i y44fj 9t okf 93zPE1y7VnPr Bl v3o0enAi Q+toP2nEFj yX5Ch
XZDeuVcoE@IdI KMk S7YUQBE4ANQUzKkUTKecy7ZF79Ct d9on+f j g9e/ ut O26gZh2+JPt ycQUYI pf N
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oUuaA2No5JYMehURBx43i FpwlvCT3bVgVuCxj bxJVHES6kf 9k QUWbAEK96VY1Fzar t 3yLDVTFf X
gkqHowP42FHPdFKj SKKhkHTMpoGDIN9j t Cuh+SU+52A02zBTUR/ 1WADGQ zPSc DANE1s nB5e+XEt
FhuBKI 9E5TRo5H@Ne 1RAOPIHAWFBWC! s1dbAoD3bMkkZkvdeResJi pbl p99N t onCA8bJ@I s
YWNBRXQSul 1Fhi FchqGQUW575/ QGHE9YYoHX9Zj p8I t 8xHDyq10c Sul WA T+1x06x63y SARr XQAEM
WF5ukf f Jqvb3PECPOCEDSWISZ9n GgPTMLgQQMbn4TZkY5yU0TdUnBedj Menxy XeZpJ42Ji v
LmlBwi / | RYzzyR+P/ qr Us YgQQWHt Xr dz AXi 0X9f Zf kil hTeg2ScnmKRhgcHnc Thw7 Svdx D9t 9KoL
I rl ouR6el t Jp6xdGCxCnSs8Jj j X6j YO+uzri ahYH+t 4nak GapwswSyDoq4VkG eLQCeSI BxYzl 7
+dZ7UUUZS6530t xb/ Uno2ReDi wf Rj qRB7XU+1vqGALINGgEOB</ Si gnat ur eDat a>
</ Dat aTr ansf er >
</ body>
</ ebi csRequest >

From the server, we get the following request, indicating that everything worked well.

<?xm version="1.0" encodi ng="UTF-8"?>
<ebi csResponse Revi si on="1" Ver si on="H003"
xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03
htt p://ww. ebi cs. org/ HO03/ ebi cs_r esponse. xsd"
xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<header authenticate="true">
<static>
<Transacti onl D>ABF70F5E704E03CFE5B50692BEES5ABA</ Tr ansact i onl D>
</static>
<nut abl e>
<Transacti onPhase>l nitialisation</Transacti onPhase>
<Ret ur nCode>000000</ Ret ur nCode>
<Report Text >[ EBI CS_OK] OK</ Report Text >
</ nut abl e>
</ header >
<Aut hSi gnat ur e>
<ds: Si gnedI nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. wW3. org/ TR/ 2001/ REC-
xm - cl4n-20010315"/ >
<ds: Si gnhat ureMet hod Al gorithm="htt p://ww. w3. or g/ 2001/ 04/ xm dsi g-
nor e#r sa- sha256"/ >
<ds: Reference URI ="#xpointer(//*[ @uthenticate="true'])">
<ds: Tr ansf or ns>
<ds: Transform Al gorithnm="http://ww. w3. org/ TR 2001/ REC- xm - c14n-
20010315"/ >
</ ds: Transf or ns>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<ds: Di gest Val ue>0/ 3J0Cne3ncZmrUNZuD8S8HOKI 95bo9f P1AvVWVZDf c=</ ds: Di gest Val u
e>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>

<ds: Si gnat ur eVal ue>J1vt nVRTX3s Y9l Whi\Dc YA2Si ZcPwSKq8ap7ESJEf H DsqDhJV5A3dQo/
R4v3LwoMe7CdbW OAX+KM cL4FSeQ+CnMF 76nc QV3OELS83ZkHZzbp15B0cJ9pf 31 YOJi EDXKLM
eoRj NJI c971 02i JOMBAdRZoSPX] F2AAuk@1P7P8=</ ds: Si gnat ur eVal ue>
</ Aut hSi gnat ur e>
<body>
<Ret ur nCode aut henti cate="true">000000</ Ret ur nCode>
<Ti mest anpBankPar anet er aut henti cate="true">2009- 06-
16T17: 56: 05. 698+02: 00</ Ti mest anpBankPar anet er >
</ body>
</ ebi csResponse>
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The signature verification is done just the same way as with HPB. We retrieve the transaction
id from the response for further use:

AB F7 OF 5E 70 4E 03 CF E5 B5 06 92 BE E5 5A BA

Transfer phase

We will now send the first data segment, which isin fact also the last. The order datais
compressed, encrypted with the transaction key and base64 encoded before it’ s incorporated
into the XML request. Note that the following XML does not contain all the order data, asthis
would be about 50000 characters long. Y ou will find the complete request file in the XML
examples. The transaction id is taken from the initialisation response.

<ebi csRequest Revi sion="1" Versi on="H003"
xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03
htt p://ww. ebi cs. org/ HO03/ ebi cs_r equest . xsd"
xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<header authenticate="true">
<static>
<Host | D>SI ZBNOO1</ Host | D>
<Transacti onl D>ABF70F5E704E03CFE5B50692BEES5ABA</ Tr ansact i onl D>
</static>
<nut abl e>
<Transacti onPhase>Tr ansf er </ Transact i onPhase>
<Segnent Nunber | ast Segnent ="t rue" >1</ Segnent Nunber >
</ mut abl e>
</ header >
<Aut hSi gnat ur e/ >
<body>
<Dat aTr ansf er >
<Order Dat a>RA7GR7NB. . . axQg==</ Or der Dat a>
</ Dat aTr ansf er >
</ body>
</ ebi csRequest >

Note that neither the body tag not the DataTransfer tag or the OrderDatatag has the
authenticate attribute set to true. The actual order data is therefore not X00 signed, the
integrity of the order datais guaranteed by the AQO signature.

Processing this request in the way we have already seen twice, we get the following signed
request (parts of the order data are again omitted):

<ebi csRequest Revi si on="1" Versi on="H003"
xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03
htt p://ww. ebi cs. org/ HO03/ ebi cs_r equest . xsd"
xm ns="http://ww. ebi cs. or g/ HO03"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<header authenticate="true">
<static>
<Host | D>SI ZBNOO1</ Host | D>
<Transacti onl D>ABF70F5E704E03CFE5B50692BEES5ABA</ Tr ansact i onl D>
</static>
<nut abl e>
<Transacti onPhase>Tr ansf er </ Transact i onPhase>
<Segnent Nunber | ast Segnent ="t rue" >1</ Segnent Nunber >
</ nut abl e>
</ header >
<Aut hSi gnat ur e>
<ds: Si gnedI nf 0>
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<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. wW3. org/ TR/ 2001/ REC-
xm - cl4n-20010315"/ >
<ds: Si ghat ureMet hod Al gorithm="htt p://ww. w3. org/ 2001/ 04/ xm dsi g-
nor e#r sa- sha256"/ >
<ds: Reference URI ="#xpointer(//*[ @uthenticate="true'])">
<ds: Transf or ns>
<ds: Transform Al gorithnm="http://ww. w3. org/ TR 2001/ REC- xm - c14n-
20010315"/ >
</ ds: Transf ornms>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<ds: Di gest Val ue>Z9ULhi RFz40r JJI KV6GL6TH3z7pC/ Qy/ BCKst j t A/ UQ=</ ds: Di gest Val u
e>
</ ds: Ref erence>
</ ds: Si gnedl nf o>

<ds: Si gnat ur eVal ue>c9P6ESQZnnFhe+CQOi Myi AJQ0GePdnRf 3y0Byxp6ACLLVWB1UYOAMNr gq
BFDXxgLpALlqQ xmgNLOVWEXuwOWF UKYBzcj 0TCMDoUj L4FKEc CGOXh+dWU2Kef 6 GTKaF3/ 05vj qZ
/ CHG H K9Bne+czmOQb3nSgREj t gSqcMFKLSN) wCnbSf 431 35dZs @1 LZI U+GHS4H 046f / 38Ta
CaYQOTbkAd+f 4QW UBK92NRWQcj 4WIENC 5r CnboNknnGG) 1wMOs+shsMBuATeni S46j JVQLaq
uBgXur LchGORdMWPaj c+oxCcQvdCYe87r 1z5ugr FM NOyKnUcobzkvyQsr 1cw==</ds: Si gnat u
reval ue>
</ Aut hSi gnat ur e>
<body>
<Dat aTr ansf er >
<Order Dat a>RA7GR7NB. . . axQg==</ Or der Dat a>
</ Dat aTr ansf er >
</ body>
</ ebi csRequest >

The servers responds with the following message:
<?xm version="1. 0" encodi ng="UTF-8""?>
<ebi csResponse Revi si on="1" Ver si on="H003"
xsi : schemalLocati on="htt p://ww. ebi cs. or g/ HO03
htt p://ww. ebi cs. org/ HO03/ ebi cs_r esponse. xsd"
xm ns="http://ww.ebics. org/ H03"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<header authenticate="true">
<static>
<Transact i onl D>ABF70F5E704E03CFE5B50692BEES5ABA</ Tr ansact i onl D>
</static>
<mnut abl e>
<Transacti onPhase>Tr ansf er </ Transact i onPhase>
<Segnent Nunber | ast Segnent ="t rue" >1</ Segnent Nunber >
<Ret ur nCode>000000</ Ret ur nCode>
<Report Text >[ EBI CS_OK] OK</ Report Text >
</ nut abl e>
</ header >
<Aut hSi gnat ur e>
<ds: Si gnedI nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. wW3. org/ TR/ 2001/ REC-
xm - cl4n-20010315"/ >
<ds: Si gnhat ureMet hod Al gorithm="htt p://ww. w3. org/ 2001/ 04/ xm dsi g-
nor e#r sa- sha256"/ >
<ds: Reference URI ="#xpointer(//*[ @uthenticate="true'])">
<ds: Tr ansf or ns>
<ds: Transform Al gorithnm="http://ww. w3. org/ TR 2001/ REC- xm - c14n-
20010315"/ >
</ ds: Transf or ns>
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<ds: Di gest Met hod
Al gorithnm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<ds: Di gest Val ue>80Fs| BHne4Bd3MoMBQz ZLBLQUgMJUTSSk4ODLk Zai g1U=</ ds: Di gest Val u
e>
</ ds: Ref erence>
</ ds: Si gnedl nf o>

<ds: Si ghat ur eVal ue>SBWTvhL+FPRAXsSMKGk41 1DP5O r H+H7sc QY YFTnns 74XCv94e GNAES6W
8Yws783Dgkj brmr 2+t 9SWRPr / +GWrFQORYbO/ 7AAF/ +JRbz Xur W gXCEGHOz/ t HoT/ GYI | +AgYu
+5zCf pl aYSW2012t Jr ghHaJoKJJInMyCQz EZhf cs0=</ ds: Si gnat ur eVal ue>
</ Aut hSi gnat ur e>
<body>
<Ret ur nCode aut henti cate="true">000000</ Ret ur nCode>
<Ti mest anpBankPar anet er aut henti cate="true">2009- 06-
16T17: 56: 05. 698+02: 00</ Ti mest anpBankPar anet er >
</ body>
</ ebi csResponse>

After validating the X00 signature and considering the return codes, we know that our file
was successfully uploaded to the EBICS server.

Sending a FUL order with Certificates
INI

HIA

HPB

Upload
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